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Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention Description Example

monospace Identifies command syntax device (config) # interface ethernet 1/1/6
examples

bold User interface (Ul) components On the Start menu, click All Programs.

such as screen or page names,
keyboard keys, software buttons,
and field names

italics

Publication titles Refer to the Ruckus Small Cell Release Notes for more information.

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of
potential hazards.

A\
A

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related
information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or
task.

CAUTION
A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to
hardware, firmware, software, or data.

DANGER
A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you.
Safety labels are also attached directly to products to warn of these conditions or situations.

Ruckus Fastlron Monitoring Configuration Guide, 08.0.90
Part Number: 53-1005578-04




Preface
Command Syntax Conventions

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their
logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the
options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at #Ruckus-Docs@commscope.com.
When contacting us, include the following information:
* Document title and release number
*  Document part number (on the cover page)
*  Page number (if appropriate)
For example:
*  Ruckus SmartZone Upgrade Guide, Release 5.0
*  Part number: 800-71850-001 Rev A
* Page7?

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the
documentation by product or perform a text search. Access to Release Notes requires an active support contract and a Ruckus
Support Portal user account. Other technical documentation content is available without logging in to the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.
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Contacting Ruckus Customer Services and Support

Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site
surveys, and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Contacting Ruckus Customer Services and
Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on
their Ruckus products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Ruckus Support Portal using
https://support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access
the self-service resources, use the following criteria:
e Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a
Case section.
*  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be
available. Go to the Open a Case section.
*  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the
Self-Service Resources section.

*  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-
Service Resources section.

Open a Case
When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get
help:

* Continental United States: 1-855-782-5871

* Canada: 1-855-782-5871

* Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

*  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.

Self-Service Resources

The Ruckus Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve
problems with your Ruckus products, including:

*  Technical Documentation—https://support.ruckuswireless.com/documents
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Contacting Ruckus Customer Services and Support

Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories

Knowledge Base Articles—https://support.ruckuswireless.com/answers

Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting
analysis if you still require assistance through a support case or RMA. If you still require help, open and manage your case at
https://support.ruckuswireless.com/case_management.
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Supported hardware

This guide supports the following Ruckus products:
*  Ruckus ICX 7850 Series
*  Ruckus ICX 7750 Series
*  Ruckus ICX 7650 Series
*  Ruckus ICX 7450 Series
*  Ruckus ICX 7250 Series
*  Ruckus ICX 7150 Series

For information about what models and modules these devices support, see the hardware installation guide for the specific
product family.

What's new in this document

The following tables describe information added or modified in this guide for Fastlron software release 08.0.90.

TABLE 2 Summary of enhancements in Fastlron release 08.0.90

Feature Description Described in

MVRP Syslog messages Syslog messages related to MVRP are added. Syslog Messages on page 133

Digital Optical Monitoring | Details for Ruckus ICX 7850 support were added. Digital Optical Monitoring on page 60
Health Monitor service Hosted applications and processes that are registered with Health HMON - Health Monitor Service

Monitor in the Fastlron operating system are monitored as high-
availability (HA) processes.

Image upgrade with The copy disk0 system-manifest command has been added to the Using External USB Hotplug on page 48
external USB drive set of available USB Hotplug commands.
Updates to address Minor updates on content throughout to address defects. All chapters.
defects
Minor editorial updates Minor editorial updates were made throughout the Configuration All chapters.
Guide.

Ruckus Fastlron Monitoring Configuration Guide, 08.0.90
Part Number: 53-1005578-04



About This Document
How Command Information is Presented in this Configuration Guide

How Command Information is Presented in this
Configuration Guide

For all new content supported in Fastlron release 08.0.20 and later, command information is documented in a standalone
command reference guide.

In the Ruckus Fastlron Command Reference, the command pages are in alphabetical order and follow a standard format to present
syntax, parameters, mode, usage guidelines, examples, and command history.

NOTE
Many commands introduced before Fastlron release 08.0.20 are also included in the guide.
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OAM Overview

For easy software image management, all Ruckus devices support the download and upload of software images between the

flash modules on the devices and a Trivial File Transfer Protocol (TFTP) server on the network.

Ruckus devices have two flash memory modules:

*  Primary flash - The default local storage device for image files and configuration files.

* Secondary flash - A second flash storage device. You can use the secondary flash to store redundant images for

additional booting reliability or to preserve one software image while testing another one.

Only one flash device is active at a time. By default, the primary image will become active upon reload.

You can update the software contained on a flash module using TFTP to copy the update image from a TFTP server onto the flash

module. In addition, you can copy software images and configuration files from a flash module to a TFTP server.

NOTE

Ruckus devices are TFTP clients but not TFTP servers. You must perform the TFTP transaction from the Ruckus device.

You cannot "put" a file onto the Ruckus device using the interface of your TFTP server.
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NOTE

If you are attempting to transfer a file using TFTP but have received an error message, refer to Diagnostic error codes

and remedies for TFTP transfers on page 32.

Software versions installed and running on a

device

Use the following methods to display the software versions running on the device and the versions installed in flash memory.

Determining the flash image version running on the device

To determine the flash image version running on a device, enter the show version command while in any mode of the CLI. Some

examples are shown below.

Compact devices

To determine the flash image version running on a Compact device, enter the show version command while in any CLI mode.

The following shows an example output.

device# show version
Copyright (c) 1996-2015 Ruckus Networks. All rights
reserv
UNIT 1: compiled on Aug 31 2015 at 04:56:36 labeled as SPR08040g017
(24061724 bytes) from Secondary
SW: Version 08.0.40g017T213

Compressed Boot-Monitor Image size

(spz10105
Compiled on Thu Jul 16 06:27:06 2015

786944, Version:10.1.05T215

ed.

b008)

HW: Stackable ICX7450-24
Internal USB: Serial #: 9900614090900038
Vendor: ATP Electronics, Total size = 1919 MB
UNIT 1: SL 1: ICX7450-24 24-port Management Module
Serial #:CYT3346K035
License: ICX7450 L3 SOFT PACKAGE  (LID: eavIIJLmFIK)
License Compliance: ICX7450-PREM-LIC-SW is Compliant
P-ASIC 0: type B548, rev 01 Chip BCM56548_ A0
UNIT 1: SL 2: ICX7400-4X10GF 4-port 40G Module
Serial #:CYV3346K07G
UNIT 1: SL 3: ICX7400-1X40GQ l-port 40G Module
Serial #:CYX3346K06F
UNIT 1: SL 4: ICX7400-1X40GQ l-port 40G Module
Serial #:CYX3346K00A
1000 MHz ARM processor ARMv7 88 MHz bus
8192 KB boot flash memory
2048 MB code flash memory
2048 MB DRAM
STACKID 1 system uptime is 6 day(s) 5 hour(s) 36 minute(s) 29 second(s)

The system : started=cold start

The version information in this example:
"SW: Version 08.0.40q017T213" indicates the flash code version number.
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* "labeled as SPR08040q017" indicates the flash code image label. The label indicates the image type and version and is
especially useful if you change the image file name.

*  "Secondary SW: Version 08.0.40q017T213" indicates the flash code image file name that was loaded.

Displaying flash image version on chassis devices

To determine the flash image version running on a chassis device, enter the show version command while in any CLI mode. The
following is an example output.

devicef#show version

Active Management CPU [Slot-9]:

SW:

HW:

Version 07.4.00T3e3 Copyright (c) 1996-2012 Ruckus Networks. All rights reserved.
Compiled on Mar 02 2012 at 11:54:29 labeled as SXR07400
(4585331 bytes) Primary /GA/SXR07400.bin
BootROM: Version 07.2.00T3e5 (FEv2)
Chassis Serial #: BXXXXXXXXX
License: SX_V6 HW ROUTER IPv6 SOFT PACKAGE  (LID: yGFJGOiFLd)
Chassis FastIron SX 800-PREM6 (PROM-TYPE SX-FIL3U-6-IPV6)

Standby Management CPU [Slot-10]:

SW:

HW:

Version 07.4.00T3e3 Copyright (c) 1996-2012 Ruckus Networks. All rights reserved.
Compiled on Mar 02 2012 at 11:54:29 labeled as SXR07400

BootROM: Version 07.2.00T3e5 (FEv2)

Chassis FastIron SX 800-PREM6 (PROM-TYPE SX-FIL3U-6-IPV6)

SL 1: SX-FI-8XG 8-port 10G Fiber

Serial #: BOKXXXXXXXX

P-ASIC O0: type C341, rev 00 subrev 00
SL 2: SX-FI-24GPP 24-port Gig Copper + PoE+

Serial #: BTUXXXXXXXX

P-ASIC 2: type C300, rev 00 subrev 00
SL 8: SX-FI-48GPP 48-port Gig Copper + PoE+

Serial #: BFVXXXXXXXX

P-ASIC 14: type C300, rev 00 subrev 00
SL 9: SX-FIZMR6 O-port Management

Serial #: WXXXXXXXXX

License: SX_V6 HW ROUTER IPv6 SOFT PACKAGE  (LID: yGFJGOiFLd)

SL 10: SX-FIZMR6 O-port Management

Serial #: WXXXXXXXXX
License: SX V6 HW ROUTER IPv6 SOFT PACKAGE  (LID: y99999y9yvy{)

Active Management Module:

660
512
16384
512

MHz Power PC processor 8541 (version 0020/0020) 66 MHz bus
KB boot flash memory

KB code flash memory

MB DRAM

Standby Management Module:
660 MHz Power PC processor 8541 (version 0020/0020) 66 MHz bus

512
16384

KB boot flash memory
KB code flash memory

512 MB DRAM
The system uptime is 1 minutes 2 seconds
The system : started=warm start reloaded=by "reload"

The version information in this example:

* "03.1.00aT3e3" indicates the flash code version number. The "T3e3" is used by Ruckus for record keeping.

* "labeled as SXR03100a" indicates the flash code image label. The label indicates the image type and version and is
especially useful if you change the image file name.

*  "Primary SXR03100a.bin" indicates the flash code image file name that was loaded.
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Displaying the boot image version running on the device

To determine the boot image running on a device, enter the show flash command while in any CLI mode. The following shows
an example output.
device# show flash
Active Management Module (Slot 9):
Compressed Pri Code size = 3613675, Version 03.1.00aT3e3 (sxr03100a.bin)
Compressed Sec Code size = 2250218, Version 03.1.00aT3el (sxs03100a.bin)
Compressed BootROM Code size = 524288, Version 03.0.01T3eb5
Code Flash Free Space = 9699328
Standby Management Module (Slot 10):
Compressed Pri Code size = 3613675, Version 03.1.00aT3e3 (sxr03100a.bin)
Compressed Sec Code size = 2250218, Version 03.1.00aT3el (sxs03100a.bin)
Compressed BootROM Code size = 524288, Version 03.0.01T3e5
Code Flash Free Space = 524288

Displaying the image versions installed in flash memory
Enter the show flash command to display the boot and flash images installed on the device. An example of the command output
is shown in Displaying the boot image version running on the device on page 18:

*  The "Compressed Pri Code size" line lists the flash code version installed in the primary flash area.

* The "Compressed Sec Code size" line lists the flash code version installed in the secondary flash area.

* The "Boot Monitor Image size" line lists the boot code version installed in flash memory. The device does not have
separate primary and secondary flash areas for the boot image. The flash memory module contains only one boot
image.

NOTE

To minimize the boot-monitor image size on Fastlron devices, the ping and tftp operations performed in the boot-
monitor mode are restricted to copper ports on the Fastlron Chassis management modules and to the out-of-band
management port on the Fastlron stackable switches. The other copper or fiber ports on these devices do not have the
ability to ping or tftp from the boot-monitor mode.

Flash image verification

The Flash Image Verification feature allows you to verify boot images based on hash codes, and to generate hash codes where
needed. This feature lets you select from three data integrity verification algorithms:

*  MD5 - Message Digest algorithm (RFC 1321)
e SHA1 - US Secure Hash Algorithm (RFC 3174)
*  CRC - Cyclic Redundancy Checksum algorithm

Flash image CLI commands
The following examples show how the verify command can be used in a variety of circumstances.
To generate an MD5 hash value for the secondary image, enter the following command.

device# verify md5 secondary

device# .o ittt e Done
Size = 2044830, MD5 01c410d6d153189a4a5d36c955653862
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To generate a SHA-1 hash value for the secondary image, enter the following command.

device# verify sha secondary
device# ..ot Done
Size = 2044830, SHALl 49d12d26552072337f7f5fcaefdcfdb742a9£525

To generate a CRC32 hash value for the secondary image, enter the following command.

device# verify crc32 secondary
device#.. .o, Done
Size = 2044830, CRC32 b31lfcbcO

To verify the hash value of a secondary image with a known value, enter the following commands.

device# verify md5 secondary 01c410d6d153189a4a5d36c955653861
device#.. ..o, Done

Size = 2044830, MD5 01c410d6d153189a4a5d36c955653862
Verification FAILED.

In the previous example, the codes did not match, and verification failed. If verification succeeds, the output will look like this.

device# verify md5 secondary 01c410d6d153189a4a5d36c955653861
device#..ov ettt e Done

Size = 2044830, MD5 01c410d6d153189a4a5d36c955653861
Verification SUCEEDED.

The following examples show this process for SHA-1 and CRC32 algorithms.

device# verify sha secondary 49d12d26552072337f7f5fcaef4cfdb742a9£525
device#.. ..o, Done

Size = 2044830, sha 49d12d26552072337f7f5fcaefdcfd4b742a9£525
Verification SUCCEEDED.

and

device# verify crc32 secondary b31lfcbc0
device#..ov ettt i e Done
Size = 2044830, CRC32 b3lfcbcO
Verification SUCCEEDED.

Software Image file types

This section lists the boot and flash image file types supported and how to install them on the Fastlron ICX family of switches. For
information about a specific version of code, refer to the release notes.

NOTE
The boot images are applicable to the listed devices only and are not interchangeable.

TABLE 3 Software image files

Product Boot image Flash image

ICX 7250 spzxxxxx.bin SPSxxxxx.bin (Layer 2) or
ICX 7450 SPRxxxxx.bin (Layer 3)
ICX 7750 SWZXXXXX.bin SWSxxxxx.bin (Layer 2) or

SWRxxxxx.bin (Layer 3)
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Flash timeout

The operations that require access to the flash device are expected to be completed within the default flash timeout value of 12
minutes.

If the operations exceed the timeout value of 120 minutes, the flash device is locked and further flash operations cannot be
processed. To facilitate prolonged flash operations without the device being locked, you can manually configure the flash timeout
for a longer duration using the flash-timeout command. You can configure the flash timeout to a value from 12 through 120
minutes. The new timeout value is applicable for all flash operations and will be effective from the next flash operation.

Software upgrades

For instructions about upgrading the software, refer to the Ruckus Fastlron Software Upgrade Guide.

Boot code synchronization feature

The Ruckus device supports automatic synchronization of the boot image in the active and redundant management modules.
When the new boot image is copied into the active module, it is automatically synchronized with the redundant management
module.

NOTE
There is currently no option for manual synchronization of the boot image.

To activate the boot synchronization process, enter the following command.
device#copy tftp flash 10.20.65.194 /GA/SXZ07200.bin bootrom
The system responds with the following message.
device#Load to buffer (8192 bytes per dot)
.................. Write to boot flash...........oiiiiin..
TFTP to Flash Done.

device#Synchronizing with standby module...
Boot image synchronization done.

Viewing the contents of flash files

To display a list of files stored in flash memory, enter the show files command at the device prompt.

device# show files

Type Size Name

F 24018046 primary

F 24018046 secondary

F 520 startup-config.backup
F 610 startup-config.txt

48037222 bytes 4 File(s) in FI root

1768706048 bytes free in FI root
1768706048 bytes free in /
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Using SNMP to upgrade software

You can use a third-party SNMP management application such as HP OpenView to upgrade software on a Ruckus device.

NOTE
The syntax shown in this section assumes that you have installed HP OpenView in the "/usr" directory.

NOTE
Ruckus recommends that you make a backup copy of the startup-config file before you upgrade the software. If you
need to run an older release, you will need to use the backup copy of the startup-config file.

1. Configure a read-write community string on the Ruckus device, if one is not already configured. To configure a read-write
community string, enter the following command from the global configuration mode of the CLL.snmp-server
community string ro | rw where string is the community string and can be up to 32 characters long.

2. On the Ruckus device, enter the following command from the global configuration mode of the CLI.
no snmp-server pw-check

This command disables password checking for SNMP set requests. If a third-party SNMP management application does
not add a password to the password field when it sends SNMP set requests to a Ruckus device, by default the Ruckus
device rejects the request.

3. From the command prompt in the UNIX shell, enter the following command.

/usr/OV/bin/snmpset -c rw-community-string brcd-ip-addr 1.3.6.1.4.1.1991.1.1.2.1.5.0 ipaddress tftp-ip-addr
1.3.6.1.4.1.1991.1.1.2.1.6.0 octetstringascii file-name 1.3.6.1.4.1.1991.1.1.2.1.7.0 integer command-integer

where

rw-community-string is a read-write community string configured on the Ruckus device.
brcd-ip-addr is the IP address of the Ruckus device.

tftp-ip-addr is the TFTP server IP address.

file-name is the image file name.

command-integer is one of the following.

20 - Download the flash code into the primary flash area.

22 - Download the flash code into the secondary flash area.

Software reboot

You can use boot commands to immediately initiate software boots from a software image stored in primary or secondary flash
on a Ruckus device or from a BootP or TFTP server. You can test new versions of code on a Ruckus device or choose the
preferred boot source from the console boot prompt without requiring a system reset.

NOTE

It is very important that you verify a successful TFTP transfer of the boot code before you reset the system. If the boot
code is not transferred successfully but you try to reset the system, the system will not have the boot code with which
to successfully boot.
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By default, the Ruckus device first attempts to boot from the image stored in its primary flash, then its secondary flash, and then
from a TFTP server. You can modify this booting sequence from the global configuration mode of the CLI using the boot system
command.

To initiate an immediate boot from the CLI, enter one of the boot system commands.

NOTE
When using the boot system tftp command, the IP address of the device and the TFTP server should be in the same
subnet.

Software boot configuration notes

* Ifyou are booting the device from a TFTP server through a fiber connection, use the following command: boot system
tftp ip-address filename fiber-port .

*  The boot system tftp command is not supported in a stacking environment.

Displaying the boot preference

Use the show boot-preference command to display the boot sequence in the startup config and running config files. The boot
sequence displayed is also identified as either user-configured or the default.

The following example shows the default boot sequence preference.

device# show boot-preference

Boot system preference (Configured) :
Boot system flash secondary

Boot system preference (Default) :
Boot system flash primary
Boot system flash secondary

The results of the show run command for the example above appear as follows.

device# show run
Current configuration:
|

ver 08.0.40g042T213

|

stack unit 1
module 1 icx7450-24-port-management-module
module 2 icx7400-xgf-4port-40g-module
module 3 i1icx7400-gsfp-lport-40g-module
module 4 icx7400-gsfp-lport-40g-module

|

monitor-profile 1 type erspan

destination-ip 2.2.2.2

source-ip 1.1.1.1

|

monitor-profile 2 type erspan

destination-ip 2.2.2.2

source-ip 1.1.1.1

|

monitor-profile 3 type erspan

|

monitor-profile 4 type erspan
|

vlan 1 name DEFAULT-VLAN by port
!
vlan 10 by port
tagged ethe 1/4/1
router-interface ve 10
multicast6 passive
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multicast6 pimsm-snooping
|
vlan 100 by port

tagged ethe 1/1/1
router-interface ve 100

|

system-max gre-tunnels 24
!

vrf vrfl
rd 1:11
exit-vrf
|
vrf blue
rd 1:1
exit-vrf
|
vrf vrf0
exit-vrf
|
vrf 0
exit-vrf
|
vrf vl
rd 1:5
exit-vrf
!
buffer-sharing-full
|
priority-flow-control enable
optical-monitor 4000
boot sys fl sec
enable telnet authentication
ip dns domain-list englab.ruckus.
ip dns server-address 10.x.x.x
ip show-service-number-in-log
ip route 0.0.0.0/0 10.xx.xx.xx di
ip multicast passive
!
ipv6e multicast passive
telnet server enable vlan 10
!
batch buffer 1 c
gvrp-enable
hello-interval
host-max-num
c
!
dotlx-mka-enable
|
ip multicast-debug-mode
ip multicast-routing
ip multicast-routing rpf-check ma
!
router pim
|
1
ipv6é router pim
|

interface management 1

ip address 10.xxx.xxx.xxx 255.25
|
interface ethernet 1/1/1
port—-name ERSPAN

dual-mode

mon profile 1 both
unknown-unicast limit 3 kbps
port security

age 2 absolute
|
interface ethernet 1/1/2

ip address 1.1.1.1 255.255.255.0
ip address 2.2.2.2 255.255.255.0
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interface ve 10
|

interface ve 100
!
router msdp
sa-filter originate route-map w2
!
end

Loading and saving configuration files

For easy configuration management, all Ruckus devices support both the download and upload of configuration files between
the devices and a TFTP server on the network.
You can upload either the startup configuration file or the running configuration file to the TFTP server for backup and use in
booting the system:
*  Startup configuration file - This file contains the configuration information that is currently saved in flash. To display this
file, enter the show configuration command at any CLI prompt.

*  Running configuration file - This file contains the configuration active in the system RAM but not yet saved to flash.
These changes could represent a short-term requirement or general configuration change. To display this file, enter the
show running-config or write terminal command at any CLI prompt.

Each device can have one startup configuration file and one running configuration file. The startup configuration file is shared by
both flash modules. The running configuration file resides in DRAM.

When you load the startup-config file, the CLI parses the file three times.

1. During the first pass, the parser searches for system-max commands. A system-max command changes the size of
statically configured memory.

2. During the second pass, the parser implements the system-max commands if present and also implements trunk
configuration commands (trunk command) if present.

3. During the third pass, the parser implements the remaining commands.

Replacing the startup configuration with the running configuration

After you make configuration changes to the active system, you can save those changes by writing them to flash memory. When
you write configuration changes to flash memory, you replace the startup configuration with the running configuration.

To replace the startup configuration with the running configuration, enter the following command at any enable or configuration
command prompt.

device# write memory

NOTE
To return the unit to the default startup configuration, use the delete startup-config command.

Replacing the running configuration with the startup configuration

If you want to back out of the changes you have made to the running configuration and return to the startup configuration, enter
the following command from the privileged exec mode of the CLI.

device# reload
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Logging changes to the startup-config file

You can configure a Ruckus device to generate a Syslog message when the startup-config file is changed. The trap is enabled by
default.

The following Syslog message is generated when the startup-config file is changed.
startup-config was changed
If the startup-config file was modified by a valid user, the following Syslog message is generated.

startup-config was changed by
username

To disable or re-enable Syslog messages when the startup-config file is changed, use the following command.

device# [no] logging enable config-changed

Copying a configuration file to or from a TFTP server

To copy the startup-config or running-config file to or from a TFTP server, use the following method.

NOTE
For details about the copy command used with IPv6, refer to Using the IPv6 copy command on page 28.

NOTE

You can name the configuration file when you copy it to a TFTP server. However, when you copy a configuration file
from the server to a Ruckus device, the file is always copied as "startup-config" or "running-config", depending on which
type of file you saved to the server.

To initiate transfers of configuration files to or from a TFTP server using the CLI, enter one of the following commands:
* copy startup-config tftp tftp-ip-addr filename - Use this command to upload a copy of the startup configuration file
from the Layer 2 Switch or Layer 3 Switch to a TFTP server.
* copy running-config tftp tftp-ip-addr filename - Use this command to upload a copy of the running configuration file
from the Layer 2 Switch or Layer 3 Switch to a TFTP server.

*  copy tftp startup-config tftp-ip-addr filename - Use this command to download a copy of the startup configuration
file from a TFTP server to a Layer 2 Switch or Layer 3 Switch.

NOTE
It is recommended to use a script or the copy running-config tftp command for extensive configuration. You should
not copy-paste configuration with more than 2000 characters into CLI.

Dynamic configuration loading

You can load dynamic configuration commands (commands that do not require a reload to take effect) from a file on a TFTP
server into the running-config on the Ruckus device. You can make configuration changes off-line, then load the changes directly
into the device running-config, without reloading the software.

Dynamic configuration usage considerations
*  Use this feature only to load configuration information that does not require a software reload to take effect. For
example, you cannot use this feature to change statically configured memory (system-max command) or to enter trunk
group configuration information into the running-config.
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* Do not use this feature if you have deleted a trunk group but have not yet placed the changes into effect by saving the
configuration and then reloading. When you delete a trunk group, the command to configure the trunk group is
removed from the device running-config, but the trunk group remains active. To finish deleting a trunk group, save the
configuration (to the startup-config file), then reload the software. After you reload the software, then you can load the
configuration from the file.

* Do not load port configuration information for member ports in a trunk group. Since all ports in a trunk group use the
port configuration settings of the LAG virtual interface in the group, the software cannot implement the changes to the
member port.

Preparing the configuration file
A configuration file that you create must follow the same syntax rules as the startup-config file the device creates.

*  The configuration file is a script containing CLI configuration commands. The CLI reacts to each command entered from
the file in the same way the CLI reacts to the command if you enter it. For example, if the command results in an error
message or a change to the CLI configuration mode, the software responds by displaying the message or changing the
CLI mode.

*  The software retains the running-config that is currently on the device, and changes the running-config only by adding
new commands from the configuration file. If the running config already contains a command that is also in the
configuration file you are loading, the CLI rejects the new command as a duplicate and displays an error message. For
example, if the running-config already contains a a command that configures ACL 1, the software rejects ACL 1 in the
configuration file, and displays a message that ACL 1 is already configured.

* Thefile can contain global configuration commands or configuration commands for interfaces, routing protocols, and so
on. You cannot enter User exec or privileged exec commands.

*  The default CLI configuration mode in a configuration file is the global configuration model. Thus, the first command in
the file must be a global configuration command or " ! ". The ! (exclamation point) character means "return to the global
configuration mode".

NOTE
You can enter text following " ! " as a comment. However, the " I" is not a comment marker. It returns the CLI to the
global configuration mode.

NOTE

If you copy-and-paste a configuration into a management session, the CLI ignores the " ! " instead of changing the CLI to
the global configuration mode. As a result, you might get different results if you copy-and-paste a configuration instead
of loading the configuration using TFTP.

*  Make sure you enter each command in the correct CLI mode. Since some commands have identical forms at both the
global configuration mode and individual configuration modes, if the CLI response to the configuration file results in the
CLI entering a configuration mode you did not intend, then you can get unexpected results.

For example, if a trunk group is active on the device, and the configuration file contains a command to disable STP on one of the
secondary ports in the trunk group, the CLI rejects the commands to enter the interface configuration mode for the port and
moves on to the next command in the file you are loading. If the next command is a spanning-tree command whose syntax is
valid at the global mode as well as the interface configuration mode, then the software applies the command globally. Here is an
example.

The configuration file contains these commands.

interface ethernet 1/1/2
no spanning-tree
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The CLI responds like this.
device (config) # interface ethernet 1/1/2
Error - cannot configure secondary ports of a trunk

device (config) # no spanning-tree
device (config) #

* If the file contains commands that must be entered in a specific order, the commands must appear in the file in the
required order. For example, if you want to use the file to replace an IP address on an interface, you must first remove
the old address using "no" in front of the ip address command, then add the new address. Otherwise, the CLI displays
an error message and does not implement the command. Here is an example.

The configuration file contains these commands.

interface ethernet 1/1/2
ip address 10.10.10.10/24

The running-config already has a command to add an address to port 1/1/2, so the CLI responds like this.
device (config) # interface ethernet 1/1/2
device (config-if-e1000-11)# ip add 10.10.10.10/24
Error: can only assign one primary ip address per subnet
device (config-if-el1000-1/1/2)#

To successfully replace the address, enter commands into the file as follows.
interface ethernet 1/1/2
no ip address 10.20.20.20/24
ip address 10.10.10.10/24

This time, the CLI accepts the command, and no error message is displayed.
device (config) # interface ethernet 1/1/2
device (config-if-e1000-1/1/2)# no ip add 10.20.20.20/24
device (config-if-e1000-1/1/2)# ip add 10.10.10.10/24
device (config-1if-el1000-1/1/2)#

* Always use the end command at the end of the file. The end command must appear on the last line of the file, by itself.

Loading the configuration information into the running-config
To load the file from a TFTP server, use the following command:

copy tftp running-config ip-addr filename

NOTE
In the current Fastiron release, the copy tftp running-config command merges only the access-lists and mac-filters
configuration from the configuration file on the TFTP server to the running configuration on the device.

NOTE
If you are loading a configuration file that uses a truncated form of the CLI command access-list , the software will not
go into batch mode.

For example, the following command line will initiate batch mode.
access-1list 131 permit host pcl host pc2

The following command line will not initiate batch mode.

acc 131 permit host pcl host pc2
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Maximum file sizes for startup-config file and running-config

Each Ruckus device has a maximum allowable size for the running-config and the startup-config file. If you use TFTP to load
additional information into a device running-config or startup-config file, it is possible to exceed the maximum allowable size. If
this occurs, you will not be able to save the configuration changes.

The maximum size for the running-config and the startup-config file is 640K each.

To determine the size of a running-config or startup-config file, copy it to a TFTP server, then use the directory services on the
server to list the size of the copied file. To copy the running-config or startup-config file to a TFTP server, use the following
commands:

*  Command to copy the running-config to a TFTP server:
- copy running-config tftp ip-addr filename
* Command to copy the startup-config file to a TFTP server:

- copy startup-config tftp ip-addr filename

Loading and saving configuration files with IPv6

This section describes the IPv6 copy command.

Using the IPv6 copy command

The copy command for IPv6 allows you to do the following:
*  Copy a file from a specified source to an IPv6 TFTP server

* Copy a file from an IPv6 TFTP server to a specified destination

Copying a file to an IPv6 TFTP server

You can copy a file from the following sources to an IPv6 TFTP server:
*  Flash memory
*  Running configuration

*  Startup configuration

Copying a file from flash memory
For example, to copy the primary or secondary boot image from the device flash memory to an IPv6 TFTP server, enter a
command such as the following.

device# copy flash tftp 2001:DB8:e0ff:7837::3 test.img secondary

This command copies the secondary boot image named test.img from flash memory to a TFTP server with the IPv6 address of
2001:DB8:e0ff:7837::3.

Copying a file from the running or startup configuration
For example, to copy the running configuration to an IPv6 TFTP server, enter a command such as the following.

device# copy running-config tftp 2001:DB8:e0ff:7837::3 newrun.cfg
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This command copies the running configuration to a TFTP server with the IPv6 address of 2001:DB8:e0ff:7837::3 and names the
file on the TFTP server newrun.cfg.

Copying a file from an IPv6 TFTP server
You can copy a file from an IPv6 TFTP server to the following destinations:
*  Flash memory
*  Running configuration

e Startup configuration

Copying a file to flash memory

For example, to copy a boot image from an IPv6 TFTP server to the primary or secondary storage location in the device flash
memory, enter a command such as the following.

device# copy tftp flash 2001:DB8:e0ff:7837::3 test.img secondary

This command copies a boot image named test.img from an IPv6 TFTP server with the IPv6 address of 2001:DB8:e0ff:7837::3 to
the secondary storage location in the device flash memory.

Copying a file to the running or startup configuration

For example, to copy a configuration file from an IPv6 TFTP server to the running or startup configuration, enter a command such
as the following.

device# copy tftp running-config 2001:DB8:e0ff:7837::3 newrun.cfg overwrite

This command copies the newrun.cfg file from the IPv6 TFTP server and overwrites the running configuration file with the
contents of newrun.cfg.

NOTE
To activate this configuration, you must reload (reset) the device.

IPv6 copy command

The copy command for IPv6 allows you to do the following:
*  Copy a primary or secondary boot image from flash memory to an IPv6 TFTP server.
*  Copy the running configuration to an IPv6 TFTP server.
*  Copy the startup configuration to an IPv6 TFTP server

* Upload various files from an IPv6 TFTP server.

Copying a primary or secondary boot Image from flash memory to an IPv6 TFTP server

For example, to copy the primary or secondary boot image from the device flash memory to an IPv6 TFTP server, enter a
command such as the following.

device# copy flash primary tftp 2001:DB8:e0£f£f:7837::3 primary.img

This command copies the primary boot image named primary.img from flash memory to a TFTP server with the IPv6 address of
2001:DB8:e0ff:7837::3.
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Copying the running or startup configuration to an IPv6 TFTP server
For example, to copy a device running or startup configuration to an IPv6 TFTP server, enter a command such as the following.

device# copy running-config tftp 2001:DB8:e0ff:7837::3 bakrun.cfg

This command copies a device running configuration to a TFTP server with the IPv6 address of 2001:DB8:e0ff:7837::3 and names
the destination file bakrun.cfg.

IPv6 TFTP server file upload

You can upload the following files from an IPv6 TFTP server:
*  Primary boot image.
* Secondary boot image.
*  Running configuration.

*  Startup configuration.

Uploading a primary or secondary boot image from an IPv6 TFTP server

For example, to upload a primary or secondary boot image from an IPv6 TFTP server to a device flash memory, enter a command
such as the following.

device# copy tftp 2001:DB8:e0ff:7837::3 primary.img flash primary

This command uploads the primary boot image named primary.img from a TFTP server with the IPv6 address of 2001:DB8:e0ff:
7837::3 to the device primary storage location in flash memory.

Uploading a running or startup configuration from an IPv6 TFTP server

For example to upload a running or startup configuration from an IPv6 TFTP server to a device, enter a command such as the
following.

device# copy tftp 2001:DB8:e0ff:7837::3 newrun.cfg running-config

This command uploads a file named newrun.cfg from a TFTP server with the IPv6 address of 2001:DB8:e0ff:7837::3 to the device.

Using SNMP to save and load configuration information

You can use a third-party SNMP management application such as HP OpenView to save and load a configuration on a Ruckus
device. To save and load configuration information using HP OpenView, use the following procedure.

NOTE
The syntax shown in this section assumes that you have installed HP OpenView in the /usr directory.

1. Configure a read-write community string on the device, if one is not already configured. To configure a read-write
community string, enter the following command from the global configuration mode of the CLI.

device (config) # snmp-server community community string rw
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On the device, enter the following command from the global configuration mode of the CLI.
device (config) # no snmp-server pw-check

This command disables password checking for SNMP set requests. If a third-party SNMP management application does
not add a password to the password field when it sends SNMP set requests to a device, by default the device rejects the
request.

From the command prompt in the UNIX shell, enter the following command.

unix-shell> /usr/OV/bin/snmpset - rw-community-string device-ip-addr c
1.3.6.1.4.1.1991.1.1.2.1.5.0 a tftp-ip-addr 1.3.6.1.4.1.1991.1.1.2.1.8.0 s
config-file-name 1.3.6.1.4.1.1991.1.1.2.1.9.0 integer command-integer

Where

rw-community-string is a read-write community string configured on the Ruckus device.

fdry-ip-addr is the IP address of the Ruckus device.

tftp-ip-addr is the TFTP server IP address.

config-file-name is the configuration file name.

command-integer is one of the following:

* 20 — Upload the startup-config file from the flash memory of the device to the TFTP server.

* 21— Download a startup-config file from a TFTP server to the flash memory of the Ruckus device.

* 22 — Upload the running-config from the flash memory of the Ruckus device to the TFTP server.

* 23 — Download a configuration file from a TFTP server into the running-config of the Ruckus device.

NOTE

Option 23 adds configuration information to the running-config on the device, and does not replace
commands. If you want to replace configuration information in the device, use "no" forms of the configuration
commands to remove the configuration information, then use configuration commands to create the
configuration information you want. Follow the guidelines in Dynamic configuration loading on page 25.

Erasing image and configuration files

To erase software images or configuration files, use the commands described below. These commands are valid from the
privileged exec mode of the CLI:

erase flash primary erases the image stored in primary flash of the system.
erase flash secondary erases the image stored in secondary flash of the system.

erase startup-config erases the configuration stored in the startup configuration file; however, the running
configuration remains intact until system reboot.

System reload scheduling

In addition to reloading the system manually, you can configure the Ruckus device to reload itself at a specific time or after a
specific amount of time has passed.
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NOTE
The scheduled reload feature requires the system clock. Refer to the NTP version 4 documentation at http://
doc.ntp.org/4.2.2/release.html.

Reloading at a specific time

To schedule a system reload for a specific time, use the reload at command. For example, to schedule a system reload from the
primary flash module for 6:00:00 AM, December 1, 2015, enter the following command from the global configuration mode of
the CLI.

device# reload at 06:00:00 12-01-15

Reloading after a specific amount of time

To schedule a system reload to occur after a specific amount of time has passed on the system clock, use reload after
command. For example, to schedule a system reload from the secondary flash one day and 12 hours later, enter the following
command from the global configuration mode of the CLI.

device# reload after 01:12:00 secondary

Displaying the amount of time remaining before a scheduled reload

To display how much time is remaining before a scheduled system reload, enter the following command from any mode of the
CLI.

device# show reload

Canceling a scheduled reload
To cancel a scheduled system reload using the CLI, enter the following command from the global configuration mode of the CLI.

device# reload cancel

Diagnostic error codes and remedies for TFTP
transfers

This section describes the error messages associated with TFTP transfer of configuration files, software images or flash images to
or from a Ruckus device.

Error code Message Explanation and action

1 Flash read preparation failed. A flash error occurred during the download.

2 Flash read failed. Retry the download. If it fails again, contact

3 Flash write preparation failed. customer support.

4 Flash write failed.

5 TFTP session timeout. TFTP failed because of a time out.
Check IP connectivity and make sure the TFTP
server is running.
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Error code Message Explanation and action

6 TFTP out of buffer space. The file is larger than the amount of room on
the device or TFTP server.
If you are copying an image file to flash, first
copy the other image to your TFTP server,
then delete it from flash. (Use the erase
flash ... CLI command from the privileged
exec model to erase the image in the flash.)
If you are copying a configuration file to flash,
edit the file to remove unnecessary
information, then try again.

7 TFTP busy, only one TFTP session can be Another TFTP transfer is active on another CLI

active. session, or Web management session, or

network management system.
Wait, then retry the transfer.

8 File type check failed. You accidentally attempted to copy the
incorrect image code into the system. For
example, you might have tried to copy a
Chassis image into a Compact device.
Retry the transfer using the correct image.

16 TFTP remote - general error. The TFTP configuration has an error. The

17 TETP remote - no such file specific error message describes the error.

18 TETP remote - access violation. Correct the error, then retry the transfer.

19 TFTP remote - disk full.

20 TFTP remote - illegal operation.

21 TFTP remote - unknown transfer ID.

22 TFTP remote - file already exists.

23 TFTP remote - no such user.

This section describes the error messages associated with the TFTP transfer of PoE firmware file to a Ruckus device.

Message

Firmware TFTP timeout.

Firmware is not valid for this platform.

Firmware is not valid for the IEEE 802.3at (PoE-Plus) controller type.

Firmware is not valid for the IEEE 802.3af PoE controller type.
Firmware type cannot be detected from the firmware content.
TFTP File not Valid for PoE Controller Type.
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Explanation and action
TFTP failed because of a time out.

Check IP connectivity and make sure the TFTP server is running.

Each Power over Ethernet (PoE) firmware file delivered by Ruckus is
meant to be used on the specific platform only. If the file is used on a
platform for which it is not meant, then this error message will
display.

Download the correct file, then retry the transfer.

Each PoE firmware file delivered by Ruckus is meant to be used on the
specific platform only. If the file is used on a platform for which it is
not meant, then this error message will display.

Download the correct file, then retry the transfer.

Each PoE firmware file delivered by Ruckus is meant to be used on the
specific platform and the specific PoE controller on the specified
module. If the file is used for a platform for which it is meant, but the
PoE controller is not same then this error message will display.

Download the correct file, then retry the transfer.
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Message Explanation and action

Firmware TFTP remote file access failed. The TFTP server needs read access on the PoE firmware file. Check the
permissions on the file, then try again.

Network connectivity testing

After you install the network cables, you can test network connectivity to other devices by pinging those devices. You also can
observe the LEDs related to network connection and perform trace routes.

For more information about observing LEDs, refer to the appropriate Hardware Installation Guide.

Pinging an IPv4 address

NOTE
This section describes the IPv4 ping command. For details about IPv6 ping command, refer to the Ruckus Fastiron Layer

3 Routing Configuration Guide.

To verify that a Ruckus device can reach another device through the network, enter a command such as the following from any
mode of the CLI on the Ruckus device:

device# ping 10.33.4.7

NOTE
If the device is a Ruckus Layer 2 Switch or Layer 3 Switch, you can use the host name only if you have already enabled

the Domain Name Server (DNS) resolver feature on the device from which you are sending the ping.

Tracing an IPv4 route

NOTE
This section describes the IPv4 traceroute command. For details about IPv6 traceroute command, refer to the Ruckus

Fastiron Layer 3 Routing Configuration Guide.

Use the traceroute command to determine the path through which a Ruckus device can reach another device. Enter the
command from any mode of the CLI.

The CLI displays trace route information for each hop as soon as the information is received. Traceroute requests display all
responses to a given TTL. In addition, if there are multiple equal-cost routes to the destination, the Ruckus device displays up to
three responses by default.

device# traceroute 10.33.4.7

IEEE 802.3ah EFM-OAM

The IEEE 802.3ah Ethernet in the First Mile (EFM) standard specifies the protocols and Ethernet interfaces for using Ethernet over
access links as a first-mile technology.

Using the Ethernet in the First Mile solution, you will gain broadcast Internet access, in addition to services, such as Layer 2
transparent LAN services, voice services over Ethernet Access networks, and video and multicast applications, reinforced by
security and Quality of Service control in order to build a scalable network.
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The in-band management specified by IEEE 802.3ah EFM standard defines the operations, administration and maintenance
(OAM) mechanism needed for the advanced monitoring and maintenance of Ethernet links in the first mile. The OAM capabilities
facilitate network operation and troubleshooting. Basic 802.3 frames convey OAM data between two ends of the physical link.
EFM-OAM is optional and can be disabled on each physical port.

When OAM is present, two connected OAM sub-layers exchange protocol data units (OAMPDUs). OAMPDUs are standard-size
frames that can be sent at a maximum rate of 10 frames per second. This limitation is necessary for reducing the impact on the
usable bandwidth. It is possible to send each frame several times in order to increase the probability of reception. A combination
of the destination MAC address, the Ethernet type/length field and subtype allow distinguishing OAMPDU frames from other
frames.

OAM functionality is designed to provide reliable service assurance mechanisms for both provider and customer networks.

Network deployment use case

The data-link layer OAM is targeted at last-mile applications, and service providers can use it for demarcation point OAM services.

Ethernet last-mile applications require robust infrastructure that is both passive and active. 802.3ah OAM aims to solve validation
and testing problems in such an infrastructure.

Using the Ethernet demarcation, service providers can additionally manage the remote device without utilizing an IP layer. This
can be done by using link-layer SNMP counters, request and reply, loopback testing, and other techniques.

EFM-OAM protocol

The functionality of the EFM-OAM can be summarized under the following categories:

* Discovery: Discovery is the mechanism to detect the presence of an OAM sub-layer on the remote device. During the
discovery process, information about OAM entities, capabilities, and configurations are exchanged.

* Remote fault detection: Provides a mechanism for an OAM entity to convey error conditions to its peer by way of a flag
in the OAMPDUs.

* Remote loopback: This mechanism is used to troubleshoot networks and to isolate problem segments in a large
network by sending test segments.

Discovery

Discovery is the first phase of EFM-OAM. At this phase, EFM-OAM identifies network devices along with their OAM capabilities.
The Discovery process relies on the Information OAMPDUs. During discovery, the following information is advertised through the
TLVs within periodic information OAMPDUs:

*  OAM capabilities: Advertises the capabilities of the local OAM entity. Using this information, a peer can determine what
functions are supported and accessible (for example, loopback capability).

*  OAM mode: The OAM mode is conveyed to the remote OAM entity. The mode can be either active or passive, and can
also be used to determine a device's functionality.

*  OAMPDU configuration: This configuration includes the maximum OAMPDU size to delivery. In combination with the
limited rate of 10 frames per second, this information can be used to limit the bandwidth allocated to OAM traffic.
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Timers

Two configurable timers control the protocol, one determining the rate at which OAMPDUs are to be sent, and the second
controlling the rate at which OAMPDUSs are to be received to maintain the Discovery procedure from resetting.

e The timer should generate PDUs in the range of 1 - 10 PDUs per second. The default value is 1 PDU per second.

* The Hold timer assumes the peer is dead if no packet is received for a period of 1 - 10 seconds. The default value is 5
seconds.

Flags
Included in every OAMPDU is a flags field, which contains, besides other information, the status of the discovery process. There
are three possible values for the status:

* Discovering: Discovery is in progress.

* Stable: Discovery is completed. Once aware of this, the remote OAM entity can start sending any type of OAMPDU.

* Unsatisfied: When there are mismatches in the OAM configuration that prevent OAM from completing the discovery, the
discovery process is considered unsatisfied and cannot continue.

Process overview

The discovery process allows local Data Terminating Entity (DTE) to detect OAM on a remote DTE. Once OAM support is detected,
both ends of the link exchange state and configuration information (such as mode, PDU size, loopback support, and so on). If
both DTEs are satisfied with the settings, OAM is enabled on the link. However, the loss of a link or a failure to receive OAMPDUs
for five seconds may cause the discovery process the start over again.

DTEs may be in either active or passive mode. Active mode DTEs instigate OAM communications and can issue queries and
commands to a remote device. Passive mode DTEs generally wait for the peer device to instigate OAM communications and
respond to, but do not instigate, commands and queries. Rules of what DTEs in active or passive mode can do are discussed in
the following sections.

Rules for active mode
A DTE in active mode:
* Initiates the OAM Discovery process
* Sends information PDUs
* May send event notification PDUs
* May send variable request or response PDUs

* May send loopback control PDUs

Exceptions
* ADTE in active mode does not respond to variable request PDUs from DTEs in passive mode

* ADTE in active mode does not react to loopback control PDUs from DTEs in passive mode

Rules for passive mode

A DTE in passive mode:

*  Waits for the remote device to initiate the Discovery process

Ruckus Fastlron Monitoring Configuration Guide, 08.0.90
36 Part Number: 53-1005578-04



Operations, Administration, and Maintenance
IEEE 802.3ah EFM-OAM

* Sends information PDUs

* May send event notification PDUs

* May respond to variable request PDUs

*  May react to received loopback control PDUs

* Is not permitted to send variable request or loopback control OAMPDUs

Remote failure indication

Faults in Ethernet that are caused by slowly deteriorating quality are more difficult to detect than completely disconnected links.
A flag in the OAMPDU allows an OAM entity to send failure conditions to its peer. The failure conditions are defined as follows:

* Dying gasp: This condition is detected when the receiver goes down. The dying gasp condition is considered as
unrecoverable. The conditions for a dying gasp condition include:

- Reload command (Warm reboot)
- Boot system flash pri/sec command (Warm reboot)
- Failure on the box (Cold reboot)

*  Critical event: On any critical event, the DTE will set the critical event bit in the information OAMPDU. The device will
generate critical event in the following cases:

- When the temperature of the box breaches the warning/shutdown threshold
- Fanfailure

The battleshort mode allows you to prevent the shutdown of ICX 7450 and ICX 7750 when the temperature of the box breaches
the warning or shutdown threshold. This is intended to be used in emergency conditions to allow the switches to function in a
hostile environment as long as possible.

To enable the battleshort mode, execute the ignore-temp-shutdown command form global configuration mode. This command
can also be configured at a unit level. By default, the battleshort mode is disabled.

Remote loopback

An OAM entity can put its remote entity into loopback mode using a loopback control OAMPDU. This helps you ensure quality of
links during installation or when troubleshooting. In loopback mode, each frame received is transmitted back on that same port
except for OAMPDUs and pause frames. The periodic exchange of OAMPDUs must continue while in the loopback state to
maintain the OAM session. The loopback command is acknowledged by responding with an information OAMPDU with the
loopback state indicated in the state field.

NOTE
Ruckus recommends to ensure that any higher layer protocol running over the local and remote loopback ports does
not block the interfaces in the VLAN on which loopback traffic testing is being performed.

NOTE
Ethernet loopback and EFM-OAM remote loopback cannot be configured on the same interface.

NOTE
If EEE is enabled globally, port ceases to be in the remote loopback mode.
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EFM-OAM error disable recovery

The error disable recovery feature enables the device to recover the EFM-OAM interface from the error-disabled state caused by
reception of a critical event from the remote device. Enter the errdisable recovery cause loam-critical-event command to
enable automatic recovery of ports from error-disabled state.

The ports will recover automatically from the error-disabled state upon the expiry of the error disable recovery timeout value.

Configuring EFM-OAM

The EFM-OAM configuration includes the following procedural steps to enable EFM-OAM on an interface or multiple interfaces
for advanced monitoring and maintenance of Ethernet network.

38

Enter the configure terminal command to enter global configuration mode.

device# configure terminal

Enter the link-oam command to enable the EFM-OAM protocol and enter EFM-OAM protocol configuration mode.

device (config)# link-oam
device (config-link-oam) #

Enter the timeout command to configure the time in seconds for which the local Data Terminal Equipment (DTE) waits
to receive OAM Protocol Data Units (OAM-PDUs) from the remote entity.

device (config-link-oam)# timeout 5

Enter the pdu-rate command to configure the number of PDUs to be transmitted per second by the DTE.

device (config-link-oam)# pdu-rate 2

Enter the ethernet command to enable EFM-OAM on an interface.

EFM-OAM can be enabled on more than one interface. You can also specify a range of interfaces to enable EFM-OAM on
multiple interfaces.

You can set the operational mode of EFM-OAM as Active or Passive.

* Enter the ethernet stackid/slot/port active command to set the EFM-OAM operational mode as active on an
interface.

device (config-link-oam)# ethernet 1/1/3 active
device (config-link-oam)# ethernet 1/1/4 active

* Enter the ethernet stackid/slot/port to stackid/slot/port active command to set the EFM-OAM operational mode as
active on a range of interfaces.
device (config-link-oam)# ethernet 1/1/5 to 1/1/8 active
* Enter the ethernet stackid/slot/port passive command to set the EFM-OAM operational mode as passive on an
interface.
device (config-link-oam)# ethernet 2/1/1 passive
* Enter the ethernet stackid/slot/port to stackid/slot/port passive command to set the EFM-OAM operational mode as
passive on a range of interfaces.

device (config-link-oam)# ethernet 2/1/1 to 2/1/8 passive

Ruckus Fastlron Monitoring Configuration Guide, 08.0.90
Part Number: 53-1005578-04



Operations, Administration, and Maintenance
IEEE 802.3ah EFM-OAM

6. (Optional) Enter the ethernet stackid/slot/port allow-loopback command to enable the interface to respond to a
loopback request from the remote device.

device (config-link-oam) # ethernet 1/1/3 allow-loopback

7. (Optional) Enter the ethernet stackid/slot/port remote-failure command to set the device for the remote-failure action
to be taken upon the reception of critical event information on the interface.

device (config-link-oam)# ethernet 1/1/3 remote-failure critical-event action block-interface

8. (Optional) Enter the remote-loopback ethernet stackid/slot/port command to start or stop the remote loopback
procedure on a remote device.

device (config-link-oam) # remote-loopback ethernet 2/1/1 start

device (config-link-oam) # remote-loopback ethernet 2/1/1 stop

The following shows an example of EFM-OAM configuration.

device# configure terminal
device (config)# link-oam

device

config-link-oam)# timeout 5

(
device (config-link-oam)# pdu-rate 2
device (config-link-oam)# ethernet 1/1/3 active
device (config-link-oam)# ethernet 1/1/3 allow-loopback
device (config-link-oam) # remote-loopback ethernet 2/1/1 start
device (config-link-oam) #

Displaying OAM information

The following sample output of the show link-oam info command displays the OAM information on all OAM-enabled ports.

device (config)# show link-oam info

Ethernet Link Status OAM Status Mode
1/1/1 up up active
1/1/2 up up passive
1/1/3 up up active
1/1/4 up init passive
1/1/5 down down passive
1/1/6 down down passive
1/1/7 down down passive

Local Stable

satisfied
satisfied
satisfied
unsatisfied
unsatisfied
unsatisfied
unsatisfied

ethernet 1/1/3 remote-failure critical-event action block-interface

Remote Stable
satisfied
satisfied
satisfied

unsatisfied
unsatisfied
unsatisfied
unsatisfied

The following sample output of the show link-oam info detail command displays detailed OAM information on all OAM-enabled

ports.

device (config)# show link-oam info detail

OAM information for Ethernet port: 10/1/1

+link-oam mode: passive
+link status: down
+oam status: down

Local information

multiplexer action: forward
parse action: forward
stable: unsatisfied
state: linkFault
loopback state: disabled
dying-gasp: false
critical-event: false
link-fault: true

Remote information
multiplexer action: forward
parse action: forward
stable: unsatisfied
loopback support: disabled
dying-gasp: false
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critical-event:
link-fault:

true
false

OAM information for Ethernet port: 10/1/3

+link-oam mode: active
+1link status: up
+oam status: down

Local information
multiplexer action:
parse action:
stable:
state:
loopback state:
dying-gasp:
critical-event:
link-fault:

Remote information
multiplexer action:
parse action:
stable:
loopback support:
dying-gasp:
critical-event:
link-fault:

forward
forward
unsatisfied
activeSend
disabled
false

false

false

forward
forward
unsatisfied
disabled
false

false

false

OAM information for Ethernet port: 10/1/4

+link-oam mode: active
+1link status: up
+oam status: up

Local information
multiplexer action:
parse action:
stable:
state:
loopback state:
dying-gasp:
critical-event:
link-fault:

Remote information
multiplexer action:
parse action:
stable:
loopback support:
dying-gasp:
critical-event:
link-fault:

forward
forward
satisfied
up
disabled
false
false
false

forward
forward
satisfied
disabled
false
true
false

The following sample output of the show link-oam info detail ethernet command displays detailed OAM information on a

specific Ethernet port.

device (config)# show link-oam info detail ethernet 1/1/3

OAM information for Ethernet port: 1/
+link-oam mode: active
+1link status: up
+oam status: up

Local information
multiplexer action:
parse action:
stable:
state:
loopback state:
dying-gasp:
critical-event:
link-fault:

Remote information
multiplexer action:
parse action:
stable:
loopback support:
dying-gasp:
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1/3

forward
forward
satisfied
up
disabled
false
false
false

forward
forward
satisfied
disabled
false

Ruckus Fastlron Monitoring Configuration Guide, 08.0.90
Part Number: 53-1005578-04



critical-event: false
link-fault: false

Displaying OAM statistics

The following sample output of the show link-oam statistics command displays the OAM statistics on all OAM-enabled ports.

device (config)# show link-oam statistics

Ethernet Tx Pdus

10/1/1
10/1/3
10/1/4
10/1/5
10/1/6

377908
400
400
400
400

Rx Pdus
377967
44
385
385
385
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The following sample output of the show link-oam statistics detail command displays detailed OAM statistics on all OAM-
enabled ports.

device (config)# show link-oam statistics detail
OAM statistics for Ethernet port: 10/1/1
Tx statistics

information OAMPDUs:

loopback control OAMPDUs:

variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

Rx statistics

information OAMPDUs:

loopback control OAMPDUs:

loopback control OAMPDUs dropped:
variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
unsupported OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

discarded TLVs:

unrecognized TLVs:

OAM statistics for Ethernet port: 10/1/3
Tx statistics

information OAMPDUSs:

loopback control OAMPDUs:

variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

Rx statistics

information OAMPDUs:

loopback control OAMPDUs:

loopback control OAMPDUs dropped:
variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
unsupported OAMPDUSs:
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link-fault records:
critical-event records:
dying-gasp records:
discarded TLVs:
unrecognized TLVs:

OAM statistics for Ethernet port: 10/1/4
Tx statistics

information OAMPDUs:

loopback control OAMPDUs:

variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

Rx statistics

information OAMPDUSs:

loopback control OAMPDUs:

loopback control OAMPDUs dropped:
variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
unsupported OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

discarded TLVs:

unrecognized TLVs:

O O O oo

N
[ee]
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[
w
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The following sample output of the show link-oam statistics detail ethernet command displays detailed OAM statistics on a

specific Ethernet port.

device (config) # show link-oam statistics detail ethernet 1/1/3

OAM statistics for Ethernet port: 1/1/3
Tx statistics

information OAMPDUSs:

loopback control OAMPDUs:

variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

Rx statistics

a2

information OAMPDUs:

loopback control OAMPDUs:

loopback control OAMPDUs dropped:
variable request OAMPDUs:

variable response OAMPDUs:

unique event notification OAMPDUs:

duplicate event notification OAMPDUs:

organization specific OAMPDUs:
unsupported OAMPDUs:
link-fault records:
critical-event records:
dying-gasp records:

discarded TLVs:

unrecognized TLVs:

122474

e O OO OO0 Oooo
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EFM-OAM syslog messages

When EFM-OAM is enabled on an interface, the syslog messages in the following table are generated when the link goes up or
down, or when loopback mode is entered or cleared on an interface.

TABLE 4 EFM-OAM syslog messages

Event Syslog output

Port 1 is LOAM logically Up Link-OAM: Logical link on interface Ethernet 1/1/1 is up.
Port 1 is LOAM logically Down Link-OAM: Logical link on interface Ethernet 1/1/1 is down.
Port 1 entered remote Link-OAM: Link entered remote loopback on ethernet 1/1/1

Loopback mode

Port 1 cleared remote Loopback | Link-OAM: Link cleared remtote loopback on ethernet 1/1/1
mode

Port 1 entered local Loopback Link-OAM: Link entered local loopback on ethernet 1/1/1

mode

Port 1 cleared local Loopback Link-OAM: Link cleared local loopback on ethernet 1/1/1
mode

Dying gasp event on port 1 Link-OAM: Link received dying-gasp event on ethernet 1/1/1
Critical event on port 1 Link-OAM: Link received critical event on ethernet 1/1/1

SNMP trap support is enabled for EFM-OAM from 08.0.70 release onwards.

Displaying management redundancy
information

Enter the following command from any mode of the CLI, to view the redundancy parameter settings and statistics.

device (config) # show redundancy

=== MP Redundancy Settings ===

Configured Active Slot = 9

Running-Config Sync Period = (upon "write mem")
=== MP Redundancy Statistics ===

Current Active Session:

Active mgmt slot = 9, Standby mgmt slot = 10 (Absent)
Switchover cause = No Switchover

Start Time = Jan 1 00:00:09

Sxr Sys Hitless Enable Status = 0

Total number of Switchover/Failovers = 0

L3 slib baseline sync status: 0 [complete]

NOTE
Management redundancy is not available for the ICX 7450-24 platform.

Layer 3 hitless route purge

Layer 3 traffic is forwarded seamlessly during a failover, switchover, or OS upgrade when hitless management is enabled.

Some protocols support non-stop routing. On enabling non-stop routing, after switchover the management module quickly re-
converge the protocol database. Whereas, some protocols support graceful restart, in which the protocol state is re-established
with the help of neighboring devices. Once all the protocols converge the routes which were removed from the network during
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the convergence period, the routes are deleted from the devices. You can set the route purge timer per VRF instance. Configure
the timer to set the duration for which the routes should be preserved after switchover. Once this period elapses, the route
purging starts, if by then all other protocols have finished non-stop routing or graceful restart.

When switchover occurs, the route purge timer starts. If non-stop routing or graceful restart is also configured, the route
validation and purging starts only when they are complete and the purge timer has elapsed. If for some reason more delay is
expected in learning the routes, you can configure a larger period for the purge timer.

Setting the IPv4 hitless purge timer on the defatult VRF

To configure the purge timer, enter the ip hitless-route-purge-timer command in global configuration mode.

Example for setting IPv4 hitless purge timer on the default VRF
The following example shows how to set the IPv4 hitless purge timer on the default VRF:

device (config)# ip hitless-route-purge-timer 60

Setting the IPv4 hitless purge timer on the non-default VRF
1. Enter the VRF configuration mode using the vrf command.
Configure route distinguisher using the rd command.

Enter IPv4 address family configuration mode using the address-family ipv4 command.

e

Configure the router purge timer using the ip hitless-route-purge-timer command.

Example for setting the IPv4 hitless purge timer on the non-default
VRF

The following example shows how to set the IPv4 purge timer on the non-default VRF:

device
device
device
device

config)# vrf blue

config-vrf-blue)# rd 10:10

config-vrf-blue) # address-family ipv4
config-vrf-blue-ipv4)# ip hitless-route-purge-timer 60

Setting the IPv6 hitless purge timer on the defatult VRF

To configure the purge timer, enter the ipv6 hitless-route-purge-timer command in global configuration mode.

Example for setting the IPv6 hitless purge timer on the default VRF
The following example shows how to set the IPv6 hitless purge timer on the default VRF:

device (config)# ipv6 hitless-route-purge-timer 60

Setting the IPv4 hitless purge timer on the non-default VRF

Before you begin: Enable IPv6 unicast routing using the ipv6 unicast-routing command in global configuration mode.

1. Enter the VRF configuration mode using the vrf command.

Ruckus Fastlron Monitoring Configuration Guide, 08.0.90
44 Part Number: 53-1005578-04



Operations, Administration, and Maintenance
Energy Efficient Ethernet

2. Configure route distinguisher using the rd command.
3. Enter the IPv6 address family configuration mode using the address-family ipv6 command.

4. Configure the router purge timer using the ipv6 hitless-route-purge-timer command.

Example for setting the IPv6 hitless purge timer on the non-default
VRF

The following example shows how to set the IPv6 purge timer on the non-default VRF:

device (config)# vrf blue

device (config-vrf-blue)# rd 10:10

device (config-vrf-blue)# address-family ipvé

device (config-vrf-blue-ipv4) # ipv6 hitless-route-purge-timer 60

Energy Efficient Ethernet

Energy Efficient Ethernet (EEE) regulates and saves power consumed by the active hardware components in the switch and
conserves power during idle time.

EEE allows Ruckus devices to conform to green computing standards. This functionality is achieved by moving the data ports to a
low-power state when their function is not necessary or when they are in a passive, no traffic condition. The EEE feature in
switching platforms reduces overall energy consumption, cooling, noise, and operating costs for energy and cooling. Lower
power consumption also means lower heat dissipation and increased system stability, less energy usage, thereby reducing costs
and impact on the environment.

EEE is a set of enhancements to the Ethernet specification to address power consumption during periods of low data activity. EEE
is specified in